COOP After Action Report

	Exercise name:
	Access Denied 

	Date:
	August 25, 2022

	Agency:
	City of Wilmington, DDA, DNG, DSHA, State Police, DelDOT, DELJIS, DEMA, DHR, DHSS, DMV, DNREC, DOC, DOE, DOF, DOI, DOL, DOS, DSCYF, DSHS, DTI, JIC, ODS, OMB, Superior Court

	Location:
	Delaware State Fire School, Kent County 

	Exercise Type:
	Tabletop

	Exercise Objective
	1. Ensure Organization Continuity of Operations Plans (COOP) address continuity operations including work around procedures (paper forms, manual communications, etc.) according to Criticality/Recovery Time Objectives (RTO) regardless of impacted systems.

2. Ensure Organizations are aware of reporting procedures, contain accurate contact information and depth to respond to cyber events.

3. Ensure Organization plans contain a complete cyber response team including all necessary personnel.

4. Validate communication plans.

5. Identify potential cascading effects of a cyber incident.

	Participating Business Units
	Overall Exercise After Action Report.
Each Participating Organization is encouraged to edit this report to add organization specific Lessons Learned and Improvement Action steps. 

[insert organization name]

	Exercise Summary:
	This tabletop exercise comprised of multiple state organizations working to review individual COOP and other related plans as applied to a cyber security event.  Organizations were grouped together and participated in facilitator led discussions concerning the below scenario.
· Module 1: This module introduces several events affecting IT users, including an operating system that is no longer supported by its developer, a lost laptop, and phishing emails. Discussions focus on initial reporting, communications plans and initial response steps. 

· Module 2: This module includes the discovery of significant data exfiltration possibly including personally identifiable information, unauthorized changes to your website, and ransomware execution. Discussions focus on external reporting, communications plans and COOP operations. 

· Module 3: This module includes cascading effects of a cyber incident.  Discussions include loss of public confidence, legal ramifications, and long-term policy changes. 

	Lessons Learned
	1.  Organizations identified the need to add more information to COOP plan and/or develop policies and procedures surrounding Cyber events and link them to existing plans.  
2. Cyber-attacks often result in physical impacts and organizations need to prepare for potential impacts beyond the initial attack.
3. Organizations need to review stand alone communication options as well as evaluate a centralized IT communication system. 
4. Insurance Coverage Office should be added to all COOP plans as well as tasks related to contacting them. 

5. Customer/Partners should be fully added to COOP plans including daily and emergency contacts with the necessary reps and phone numbers.
6. Organizations should evaluate all physical data centers and determine what recovery plans exist for hardware/software as well as applications and improve where necessary. 

7.  Organizations should ensure mandatory cyber security training is completed and review campaigns determining where the human risks are greatest and creating a culture around cyber security. Information Security Officers can review all training results within the existing tool. 
8. Applications need to be evaluated to confirm Disaster Recovery plans and the necessary time to recovery.
9. Internal/External Communications plans and tasks should be evaluated and updated in COOP plans.  It is necessary to include Public Information Officers in the COOP planning and exercising process. 

10. Procedures surrounding reporting phishing, lost assets, etc. should be reviewed and training with employees conducted annually to ensure they are familiar and comfortable with the process.

11. Organizations need to identify and evaluate where 3rd party hosting exists. Discussions should occur between organizations and vendors to define where risks and recovery responsibilities reside.
[insert additional organization specific lessons learned]

	Miscellaneous Observations
	1. Additional Division exercises are needed to train and prepare organizations to face potential events.
2. COOP plans are living documents and should be reviewed more frequently to be kept up to date.   
3. Organizations need to conduct functional exercises to ensure all stake holders have clear and reasonable expectations when dealing with an incident. 
4. BC in the Cloud templates can be revised to expanded to meet different organization needs.  Work with BCDR liaisons if there is specific need that is not currently being met by existing plan template.
5. If additional cyber resources are needed for response, DTI will be the initial point of contact. 
[insert organization specific observations]

	Conclusion
	The 2022 Annual Statewide COOP exercise was the first exercise held in person since 2018.  It had the largest turn out of participating agencies to date and was widely referred to as a success.  The scenario provided was high level enough that all organizations were able to apply the incident to their specific organization and thoroughly review existing COOP plans to identify gaps and areas for improvement.  This exercise provided an excellent environment for organizations to fully meet each of the stated objectives.   

	Improvement Action Plan
	· DECCC- distribute Exercise AAR template, slides, and Situation Manual to all participating organizations and post to DECC webpage- October 1, 2022
· Organizations complete individual AAR and conduct improvement action tasks
· Organizations review and update COOP plans in accordance with annual schedule- see BCIC
[insert specific organization tasks, assignments, and deadlines]


